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PUBLIC-PRIVATE PARTNERSHIP IN THE SPHERE OF CYBERSECURITY
AS AN IMPORTANT FACTOR OF EUROPEAN STABILITY

The article is devoted to the analysis of the benefits and challenges of public-
private partnership in the sphere of cybersecurity. Information technologies
play a dominant role in the development of modern society. However, rapid
progress in this area is closely linked to the emergence of more sophisticat-
ed, innovative threats. The information security system, which has developed
within the framework of the modern world order, is one of the “pillars” of
international stability. Therefore, it became necessary to distinguish cyberse-
curity as an important component of public life. The state has a particularly
important role to play in the information and cybersecurity system, as it can
take a number of organizational and technical measures to protect its infor-
mation space. The article emphasizes that it is possible to reach significant
success only by involving the private sector. There are many examples and
confirmations of it in the world. Public-private partnership is one of the po-
tential forms of effective cooperation between the representatives of public
and private sectors. The overall goal of participating in PPPs, both private and
public, is to increase cybersecurity. There is an obvious need to combine the
capabilities, potential, experience, technical support and funding of the public
and private sectors to combat cyber threats. Each country is trying to find its
own way in building a PPP, but such a partnership has already become a new
effective mechanism to meet the challenges and threats in today’s information
society. The article explores the examples of public-private partnership in the
sphere of cybersecurity in the EU.

Key words: public-private partnership, cybersecurity, international security,
EU.
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Introduction

Threats and risks to the modern world order are increasingly the subject of
discussion by international actors at high-level meetings, conferences, sum-
mits, and for the preparation of various analytical reports. Global problem
researchers are trying to predict the potential risks to the international com-
munity in order to find the best solutions to avoid them or effectively coun-
teract the negative effects. As the modern world is defined by many experts
as post-industrial or informational, innovative, digital, the risks associated
with building an information society and information security are particu-
larly actual: artificial intelligence invention and potential threats, invasion of
privacy and confidentiality violations, manipulation of public consciousness,
information wars, cybersecurity, information overload or information crisis,
child safety in the Internet...

These and related issues were raised at the G8 Meeting in Okinawa (Japan,
2000) and formed the basis of the Okinawa Charter of the Global Information
Society, during the World Summit on the Information Society (Geneva, 2003;
Tunis, 2005), World Economic Forum (Annual Meeting in Davos, Switzer-
land).

The information security system, which has developed within the frame-
work of the modern world order, is one of the “pillars” of international stabil-
ity. Information security threats are considered in the context of threats to
international security system. Since international security is a fundamental
basis for maintaining the stability of the world order as a whole, its forma-
tion and consolidation is an essential condition for human existence. Interna-
tional governmental organizations are the main guarantors of the worldwide
information security system. The UN, NATO, EU information security con-
cepts lead to common solutions to counteract information and communication
threats, prioritize security institutions to develop a common international
information security strategy, combat cyberwarfare, information terrorism
and combat crime. Non-governmental non-profit research organizations such
as the Club of Rome and RAND are developing solutions to address the chal-
lenges of international and national information policy. In addition, there
are international organizations and forums of practical orientation that are
intended to bring to life various information and cybercrime prevention proj-
ects. For example, FIRST is a leading international organization and a recog-
nized global leader in cyber security incidents. More than 500 teams from 94
countries are members of the organization.

But the state has a particularly important role to play in the information
and cyber security system, as it can take a number of organizational and tech-
nical measures to protect its information space. The state is the guarantor of
ensuring national security in general and information as its important com-
ponent in particular. Information security ensures the integrated interaction
of all elements of the system within the general concept of state security. The
basic laws of many states claim that protecting the sovereignty and territorial
integrity of countries, ensuring its economic and information security are the
most important functions of the state.
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As the cybersecurity field is extremely dynamic and innovative, such a
fundamental and conservative subject of international relations as a state is
simply unable to respond quickly and effectively to new challenges without
the assistance of the private sector and public organizations. The involvement
of the state in creating systemic organizational decisions and legal framework
for combating cyber threats is insufficient. It is possible to reach significant
success only by involving the private sector. There are many examples and
confirmations of it in the world. Public-private partnership (PPP) is one of
the potential forms of effective cooperation between the representatives of
public and private sectors.

Today, public-private partnership is recognized as a key element in build-
ing a truly effective cybersecurity system. Even the rating of the Interna-
tional Telecommunication Union “Global Cyber Security Index” already has a
graph and takes into account such an indicator as public-private partnership.
The purpose of the study is to explore the benefits and challenges of public-
private partnership in the sphere of cybersecurity and to highlight the already
existing positive experience of EU member states as an example for improv-
ing the level of cybersecurity for other countries through the development
of PPP. The theoretical overview includes basic and current authors, admin-
istrative documents, documents of international and national organizations,
papers and reports.

Among foreign researchers on understanding the benefits and problems of
PPP worked actively S. Linder, M. Kostiainen, A. Jagasia, V. Kouwenhoven,
R. Wettenhall, T. Moore, M. Carr and others. For example, Stephen Linder
describes that the purpose of the PPP is to use synergies in the innovative
sharing of resources and management knowledge to optimally achieve the
goals of all parties involved, if these goals could not be achieved without the
involvement of these parties (Linder, 2000).

Vincent Kouwenhoven notes that PPP is impossible without mutual trust
and restrictions to prevent abuse; risk distribution; availability of clear, un-
ambiguous goals and strategies; responsibilities, powers, and functions of
ensuring partner business interests (Kouwenhoven, 1993).

In Ukraine, the problem of PPP was studied in detail by researchers at the
Institute for Strategic Studies: V. Boyko, D. Dubov, S. Hnatyuk, T. Isakova,
M. Ozhevan, A. Pokrovska. The normative-legal and organizational bases of
public-private partnership in Ukraine are considered in the work, effective ex-
amples of such partnership are given. Perspective directions of development
of cybersecurity public-private partnership in Ukraine and possible ways of
their implementation are outlined (NISS, 2018).

Benefits and Challenges of PPP

The most common causes or drivers of PPP creation are:

e Economic interests as a common motivation for engaging the private sec-
tor. It may be a desire to create a body that will help to identify barriers to the
growth of the cybersecurity industry and create the conditions for exporting
cybersecurity products.
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e Legislation requirements. For example, PPPs are created as an implemen-
tation of a specific law, the requirements of which can be better implemented
within the PPP. This is often the case of crisis management or emergency
situations. Mostly, this kind of legislation applies to PPP in general, not just
cybersecurity. It was created to stimulate the economy, but as cybersecurity
becomes an increasingly important political issue, PPPs also focus on cyber-
security.

e Public Relations. In this case, the government allows the private sector
to contribute to new legislation and to work together to develop a national
cyber security strategy. For the private sector, motivation is to engage with
the government and other private knowledge-sharing structures.

e Social interests. When social interest was called a driving force, it was
usually the motivation for broadly discussing of cybersecurity in the country
and establishment of cyber security at a high level on the political agenda. It
is important for the industry the promotion of cybersecurity in general and
its smooth development.

e Other reasons. There are also other reasons for establishing PPP. Experts
include the new EU regulations (the NIS Directive and the General Data Pro-
tection Regulation), which set new requirements for the private sector. For
this reason, governments decide to create PPPs to help the industry to apply
the new rules.

It should be noted that there are often several reasons for creating PPP. The
most common scenario is that there are economic and social interests that are
accompanied by new regulation. This requires an exchange of information and
cooperation between private and public entities (ENISA, 2017).

The overall goal of participating in PPPs, both private and public, is to in-
crease cybersecurity. However, there is also a number of different motivations
and reasons why partnership can be beneficial to public and private entities
and which may be common benefits of PPPs. For example, for state struc-
tures, the main reasons may be the limited implementation of state strategy
tools; the national security strategy should include the involvement of non-
governmental companies; the government lacks sufficient funds to engage all
small stakeholders in critical infrastructure protection; a better understand-
ing of the security of information about critical infrastructure; the ability to
build links between various private sector initiatives; access to private sector
resources (such as valuable experts) to facilitate standard-setting.

For private companies, the main reasons may be: going out the solution of
the problem beyond the organizational capabilities of the company; lack of in-
volvement of senior executives to the action; the ability to influence the future
national security strategy; interest in effective mechanisms of neutralization
of inadequate state regulation; access to public funds; the ability to influence
national legislation and mandatory standards; confidence in the products and
services supplied through PPP, as guaranteed by the government.

For the common benefit, the main reasons may be: the desire to eliminate
the vulnerability of previous negative experience; failure to provide some or
all stages of the security life cycle; the evolution of threats from national to
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international; lack of trust between competitors within geographical, sectoral
or thematic areas, and therefore there is a need to create a trusted structure
to solve the problem; exchange of knowledge, experience and best practices;
achievement of stability of the cybersystem; establishing direct and reliable
contacts with other organizations.

Despite the obvious benefits and effectiveness of PPP, it is an extremely
complex and ambiguous phenomenon that has many problems and challenges:

e The lack of trust between the public-private, private-private and public-
public entities. Most PPPs define trust as an ongoing process that involves
a personal relationship and takes a long time. During PPP service, the trust
can be lost if a new member joins or there are inactive members. The best
mechanisms to support and build trust can be face-to-face meetings, regular
meetings, social events, thematic conferences and trainings.

e Lack of human resources in both the public and private sectors. Insuffi-
cient allocation of human resources for the development of PPP is considered
to be the main problem. Governments usually do not attract enough people
because they do not consider PPP a priority, and the private sector usually
directs its best human resources to do business and profit.

e Insufficient funding. Lack of budget and resources in the public sector
is one of the key problems for PPP. Governments often do not provide suffi-
cient funds for PPP development, and do not budget them in advance for the
future. At the same time, the public sector is considering a long-term perspec-
tive when developing a PPP strategy and action plan. On the other hand, the
private sector operates in a dynamic framework, which means that strategies
and action plans can be created only for a few years.

e Low level of general understanding and dialogue between the public and
private sectors. It is very difficult to create a common language for clear PPP
communication. Different organizations use different language. Lack of gen-
eral perception of things can create misunderstandings that are difficult to
resolve. It is difficult to gain a common understanding of how the private and
public sectors work. Such concepts as “strategic”, “operational” and “techni-
cal” can mean very different in different work environments and cultures.

e Weak involvement and promotion of the concept of PPP among small
and medium-sized enterprises (SMEs). SMEs usually do not have the re-
sources or relevant experience to participate in PPP. Encouraging of SMEs
to participation can be beneficial for them as they will gain experience from
big players.

e Lack of guidance and legal framework. Indecision about leadership and
government disinterest prevents private sector participation. Exchange of
knowledge, experience and active participation in discussions contribute to
the effective development of PPP. In addition, the private sector is sad to
point out the discrepancies between key government agencies and delays in
decision-making. The private sector expects active action from the govern-
ment. Legal framework will allow each of the involved parties to know exactly
what their role and responsibilities are, what contribution should be made and
what benefits should be expected (ENISA, 2017).
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European Experience of PPP in the Sphere of Cybersecurity

EU Member States are particularly active and successful in the field of
PPP. Of course, the basis of any progress at the national and international
level is the legal framework. With the adoption of the document “i2010 —
A European Information Society for growth and employment” of 2005 (EU-
ROPEAN COMMISSION, 2005). and “A strategy for a Secure Information
Society — Dialogue, Partnership and Empowerment” in 2006 (EUROPEAN
COMMISSION, 2006). The European Commission emphasized the importance
of network and information security (NIS) and the desire to create a single
European information space. The documents stress the importance of dia-
logue, partnership and empowerment of all stakeholders for properly threats
response. European Cybersecurity is based on the European Union Cyber
Strategy 2013, the Digital Single Market Strategy 2015 and the EU Network
and Information Security Directive 2015. The European Commission’s Criti-
cal Information Infrastructure Protection (CIIP) document (2008) proposes
specific policy and regulatory provisions for improving the security and re-
silience of public telecommunications including the creation of a European
Public Private Partnership for Resilience (EP3R) + (ENISA, 2008).

In 2013 the European Commission presented the European Union Strategy
for Cybersecurity: open and secure cyberspace (EUROPEAN COMMISSION,
2013). The document outlines the EU’s approach to preventing and responding
to cybercrime, and stresses that fundamental rights, democracy and the rule
of law must be protected in cyberspace. It was the first strategic document
at European level that concerned only cybersecurity. The strategy recognizes
that achieving cybersecurity is a strategic priority, and effective cooperation
between public authorities and the private sector is extremely important.

Information and communication technologies have become the base of eco-
nomic growth. They are an important resource for all economic sectors. Infor-
mation and communication technologies are at the heart of complex systems
that support the economy in key sectors such as finance, health, energy and
transport. Many business models are built on the uninterrupted availability of
the Internet and the steady functioning of information systems. Most of these
systems are under the control of the private sector that is why it is extremely
important for governments.

The EU Cybersecurity Strategy 2013 encouraged pan-European discussions
about the necessity of public-private cooperation in cybersecurity.

The Digital Single Market Strategy (2015) contains a number of initiatives
that are designed to open up digital opportunities for society and business and
support Europe’s position as a global leader in the digital economy. As the DSM
strategy emphasizes the role of the digital economy, it concerns the private
sector and its interaction with public administration. Building a Digital Single
Market in Europe requires effective collaboration between industry and govern-
ment. Particular emphasis in the Strategy is on the mutual understanding of
needs and constraints, which is vital (EUROPEAN COMMISSION, 2015).

Directive (EU) 2016,/1148 of the European Parliament and of the Council
concerning measures for a high common level of security of network and in-
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formation systems across the Union (“NIS Directive”) was adopted in 2016
(EU, 2016). Implementation of the Directive on the activities of the high secu-
rity of network and information systems can be a huge challenge for Member
States, but PPP can support this process. The Directive proposes to increase
the level of cybersecurity awareness between citizens and essential service
providers, since only a sufficient level of knowledge about cyber threats can
improve the overall level of cybersecurity in Europe. This can be achieved
through a PPP that allows sharing of knowledge, best practices and creating a
common level of understanding between all stakeholders. Directive 2016,/1148
also refers to the establishment of cooperation between national competent
authorities and operators of essential information services, which is also im-
possible without close cooperation.

In September 2017, the European Commission presented a joint document
on resilience, deterrence and defense: building strong cybersecurity for the
EU. It is intended to building a strong single market through the EU’s cy-
bersecurity certification system, by creating an operational cybersecurity
plan, by investing in secure encryption and protection of fundamental rights,
by enhancing the role of ENISA and developing international cybersecurity
cooperation (EUROPEAN COMMISSION, 2017). The document emphasizes
the importance of cooperation and confidence building through public-pri-
vate partnerships. The European Commission will continue to support the
establishment of public-private partnerships and cooperation mechanisms, as
this will be a further step to strengthen the EU’s cybersecurity capabilities
through the network of cybersecurity centers which are based on the Euro-
pean Cybersecurity Center.

The European Union Agency for Network and Information Security (ENI-
SA) became one of the first international organizations which began to re-
search the need of PPP. ENISA is a center of network and information secu-
rity for the EU and its Member States, the private sector and EU citizens. The
organization works with these groups to develop advice and recommendations
on good practice in the field of information security. In 2011, ENISA experts
said in their study “Cooperative Models for Effective Public Private Partner-
ships Good Practice Guide” that public-private partnerships have progressed
in many Member States and at different times, depending on the environment,
culture and legislation. It is therefore not surprising that there is no general
definition of what PPP is. But the experts described their PPP as “An orga-
nized relationship between public and private organizations, which establishes
common scope and objectives, and uses defined roles and work methodology
to achieve shared goals” (ENISA, 2011). The need for a European perspective
is demonstrated by the emergence of the European Public Private Partnership
for Resilience (EP3R), which is working with national PPPs to address critical
information infrastructure protection issues at European level. There is also a
need for international cooperation. No country can create a strategy to protect
critical information infrastructure in isolation, as there are no national bor-
ders in cyberspace. The survey collected questionnaires from the public and
private sectors in 20 countries, which provided answers to the key questions:
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why PPP is needed; who should it involve in the process; how should it be
governed; what services and incentives should be offered; when should action
be taken to start it and maintain sustainability. The guide highlights recom-
mendations, observations and offers quotes from interviews (ENISA, 2011).

ENISA experts offer three basic PPP models:

1) PPP focused on response. Mainly operational and tactical groups that
deal directly with the consequences of the attacks;

2) PPP focused on prevention. The main purpose is to prevent and avoid
attacks. To a greater extent, strategic groups that have significant mutual
trust, formed through years of experience;

3) “Umbrella” PPP. Structures try to cover all the elements, from preven-
tative measures to crisis relief. It is required a high level of readiness for
cooperation partners.

In 2018, ENISA experts have prepared a new research: Public Private
Partnership, Cooperative models which analyzes the state of PPP within the
EU. The study notes that the cultural dimension is one of the most important
determinants of the development of public-private partnerships that are de-
veloping in Europe. Due to cultural differences, there is no universal scenario
for creating a successful PPP. The model applied in one country will not be
necessarily successful in another. The study also identified other problems
and difficulties for PPP in the EU: lack of human resources in both the public
and private sectors; insufficient budget and public sector resources do not
meet the expectations of the private sector; insufficient establishment of a
common level of understanding and dialogue between the public and private
sectors; lack of leadership and legal framework. The basic principles for creat-
ing a PPP ecosystem in Europe are to provide the proper human resources and
to create the legal foundations for cooperation. It is also important to ensure
open communication between the public and private sectors. The involvement
of small and medium-sized enterprises in the process of PPP development is
crucial, as they are the backbone of the European economy.

The analysis of the current state of PPP within the EU lists the most ac-
tive actors: private service providers (17 %), cybersecurity agencies (16 %),
research organizations (16 %), national competent authorities (14 %), law
enforcement agencies (12 %), national intelligence agencies (7 %) (ENISA,
2017).

A new ENISA 2018 study identifies new possible PPP models:

1) Institutional PPP. In this model, all institutions operate within the
general rules of PPP. As a rule, this type of PPP provides numerous services.
For example, incident response and crisis management, research and analysis,
development of best practices and recommendations, exchange of information,
early incident prevention, awareness raising, technical assessment, standard
setting, strategic planning, risk analysis. This type of PPP is often associated
with critical infrastructure protection. Collaboration between PPP partici-
pants in this model is organized as working groups, rapid response groups
and long-term associations. The main goal is to secure critical infrastructure
in general, but with a focus on cyber-security;
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2) Goal-oriented PPP. It is usually built when additional support from the
government is required. This type of PPP is focused on delivering strategic so-
lutions, supporting the IT market and creating a framework for cybersecurity
in the country. Goal-oriented PPP s and their specifications most reflect the
cultural differences between Member States. Similar goals are achieved by very
different approaches. PPPs of this type are created to build a cybersecurity
culture in EU Member States. Goal-oriented PPP s play an important role in
providing strategic planning and advising governments on innovation; provid-
ing guidance on the creation of new laws and supporting the development of
the cyber security industry. There is usually a platform or council that brings
together the private and public sectors to share knowledge and experience.

3) Service outsourcing PPP. PPPs of this type are initiatives created by
the government and the private sector to identify problems in a particular
industry, but neither party has the resources or the capacity to solve them.
Their main task is to raise awareness of cybersecurity among stakeholders.
These PPPs can actually be seen as third parties for providing outsourcing
services that meet the needs of the industry and support the government in
policy-making.

4) Hybrid PPP. Generally speaking, there is a combination of institutional
and outsourcing PPP. It occurs when the government lacks the resources
needed to secure specific decisions at the national level, so there is a need for
co-operation with a private entity with appropriate experience and resources.
Most often this activity includes the CSIRTSs operating ENISA, 2017).

It is clear that these models of PPP construction are not the only pos-
sible ones, but at the present stage a rather comprehensive and practically
significant explanation of the formation and implementation of PPPs in the
field of cybersecurity is offered. The variability of PPP models in different
democracies often depends on both the regulatory space of the countries and
the traditions of the PPP that have historically evolved in them (NISS, 2018).

The ENISA report aims at the analysis of the current state of PPP in the
EU. The study identifies the main models of cooperation, the current chal-
lenges facing both the private and public sectors in the process of creating
and developing PPPs, and provides recommendations for the development of
PPPs in Europe.

In June 2016, a non-profit European Cybersecurity Organization (ECSO)
was created under Belgian law. The organization brings together various Eu-
ropean stakeholders in cybersecurity from EU Member States, the European
Free Trade Association (EFTA) and countries associated with the H2020 Pro-
gram. The main objective of ECSO is to develop a competitive European cyber-
security ecosystem, to support the protection of the European Digital Single
Market and to promote European digital autonomy. ECSO is a private partner
of the European Commission in the implementation of the PPP on cybersecu-
rity (ECSO, 2020).

As part of the EU’s cyber security strategy, on 5 July 2016, the European
Commission and the European Cybersecurity Organization (ECSO) signed a
Public Private Partnership Agreement (cPPP). The purpose of the partnership
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is to facilitate cooperation between public and private actors in the early stages
of the research and innovation process so that EU Member States have access
to innovative European solutions (ICT products, services and software). These
decisions take into account fundamental rights such as the right to privacy.

The agreement also aims at stimulating the cybersecurity industry by help-
ing to balance supply and demand sectors as well as sectors that are important
users and customers of cybersecurity services (eg energy, healthcare, trans-
port, finance). The agreement also aims to stimulate the cybersecurity indus-
try by helping to balance supply and demand sectors as well as sectors that are
important users and customers of cybersecurity services (eg energy, health-
care, transport, finance). A public-private partnership agreement between the
European Commission and the European Cybersecurity Organization will help
to structure and coordinate industrial digital security resources in Europe. It
will include a wide range of actors, from innovative small and medium-sized
enterprises to component and equipment manufacturers, critical infrastruc-
ture operators and research institutes united under the auspices of ECSO.

The EU is investing € 450 million into this partnership as part of its
Horizon 2020 research and innovation program. It is expected that cyber-
security market participants invest three times more (ECSO, 2020). By the
way, in April 2019, a new EU Horizon Europe 2021-2027 EU research and
innovation program was approved. Among the global challenges and solutions
to European industrial competitiveness in the new program are new digital
technologies, artificial intelligence, robotics, advanced computing, Big Data,
next-generation Internet, data protection and cybersecurity.

Currently, ECSO is working with the European Commission’s Joint Re-
search Center (JRC) and other stakeholders to identify common requirements
and conditions for cooperation. Recognizing the importance of certification
for the development of a strong European cybersecurity market, in 2019
ECSO signed memorandums of understanding with European Standardization
Organizations, CEN / CENELEC and ETSI. The purpose of the memorandum
is to ensure the standardization of officially recognized European and inter-
national organizations as the basis for certification schemes in the field of
cybersecurity (ECSO, 2018).

Also in 2019, ECSO signed memorandums of understanding with the 5G
Infrastructure Association. The aim is to expand future collaboration on cy-
bersecurity and 5G communications networks. The Memorandum of Under-
standing formalizes synergies and collaborations in the exchange of informa-
tion and experience in cybersecurity and 5G to identify priority areas for
research, the development of secure technologies and robust platforms, and to
prevent technology fragmentation across borders (ECSO, 2018).

In 2019, the European Parliament and the Council of the European Union
adopted the EU Cybersecurity Act 2019/881 (EU, 2019). which establishes
a new mandate for ENISA, the EU Cybersecurity Agency and establishes a
European Cybersecurity Certification System. According to the adopted docu-
ment, ENISA assumes a permanent mandate, including increasing responsi-
bilities and resources.
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At the same time, the European Cybersecurity Certification System estab-
lishes rules and regulations for the certification of ICT products, processes
and services within the European Union. With the entry into force of the
Cybersecurity Act, Europe has been equipped with a full-fledged European
Agency and a first certification system across the EU, which provides signifi-
cant components for a strong European cybersecurity approach in terms of
capacity building and market competitiveness.

Most EU Member States have been actively involved in the public-private
partnership process in the field of cybersecurity. 16 EU Member States (Aus-
tria, Belgium, Bulgaria, United Kingdom, Greece, Estonia, Ireland, Spain, Cy-
prus, Lithuania, Germany, Poland, Romania, Slovenia, France and the Czech
Republic) set up Cybercrime Excellence Centers to facilitate law enforcement
cooperation, academic and private partners for the development and exchange
of best practices, training and capacity building (EUROPEAN COMMISSION,
2017). According to the International Telecommunication Union, all EU Mem-
ber States have national Computer Emergency Response Teams (CERT), which
are active participants in PPP (ITU, 2018).

The UK, for example, is regarded as a leading progressive country with
high levels of cybersecurity. According to the Global Cybersecurity Index
2018 prepared by the International Telecommunication Union (ITU), the Unit-
ed Kingdom is ranked # 1 among 175 countries (Figure 1) (ITU, 2018). Here
we can see top 10 countries from the Index. There is no GSI 2019. Due to the
COVID-19 the publication of the GCIv4 report is tentatively set for early 2nd
quarter of 2021.

Figure 1
Global Cybersecurity Index 2018

Global Rank

United Kingdom 0.931 1
United States of America* 0.926 2
France 0.918 3
Lithuania 0.908 4
Estonia 0.905 5
Singapore 0.898 6
Spain 0.896 7
Malaysia 0.893 8
Canada* 0.852 9
Norway 0.852 9
Australia 0.890 10
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Collaboration is one of the five indicators that have served as the basis for
the cybersecurity index, in addition to legislative regulation, technical capac-
ity, organizational work and capacity development. Collaboration includes:
public-private partnerships, bilateral and multilateral cooperation, participa-
tion of states in establishing international regulatory mechanisms.

Conclusions

The problem of cybersecurity is becoming more urgent and widespread. The
content analysis of media monitoring over last ten years (2010-2020) regard-
ing the online platform *Media Cloud’ shows the relevance of the investigated
problem (Figure 2).

Figure 2
Total Attention to the Selected Topics over January 2010 — March 2020
60
A
= 40
Q
£
K
S 20
0
2010 2012 2014 2016 2018 2020
— KPPP

Source: compiled by the authors according to online platform ’Media Cloud’.

The overall goal of participating in PPPs, both private and public, is to
increase cybersecurity. However, there is also a number of different motiva-
tions and reasons why partnership can be beneficial to public and private
entities and which may be common benefits of PPPs. For the common ben-
efit, the main reasons may be: the desire to eliminate the vulnerability of
previous negative experience; failure to provide some or all stages of the
security life cycle; the evolution of threats from national to international;
lack of trust between competitors within geographical, sectoral or thematic
areas, and therefore there is a need to create a trusted structure to solve the
problem; exchange of knowledge, experience and best practices; achievement
of stability of the cybersystem; establishing direct and reliable contacts with
other organizations.

There is an obvious need to combine the capabilities, potential, experience,
technical support and funding of the public and private sectors to combat
cyber threats. Each country is trying to find its own way in building a PPP,
but such a partnership has already become a new effective mechanism to meet
the challenges and threats in today’s information society. Each participant in
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a public-private partnership has its organizational, technical, financial and
intellectual capabilities, which together become a powerful driving force for
the development of the cybersecurity sector. Reliable cyber security sector
helps not only to protect the state and its citizens, but also becomes a driver
of economic growth.
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JEPHKABHO-IIPUBATHE ITAPTHEPCTBO ¥ C®EPI KIBEPBE3IIEKH
SIK BASKJIUBUN ®AKTOP €BPOIIECHKOI CTABIJIbHOCTI

Pesrome

CraTTsa mpucBAYEeHA aHAII3Y IepeBar Aep:KaBHO-IPUBATHOT'O IapTHEPCTBA Y cdepi Ki-
O6epbesnexku. IHGopMariiini TexHOIOTII BiirpaloTh HOMiHYIOUY POJb Yy POSBUTKY Cydac-
HOTO cycminbcTBa. OgHAK MpoOrpec y Iiff rajaysi moB’sA3aHui 3 MOABOIO OiJBII CKJIATHUX
3arpos. Cucrema ingopmarrifinoi 6es3mexku, sKa CKJaajaacsa B paMKaX Cy4acHOTO CBiTOBOTO
THOPAAKY, € OTHUM i3 «CTOBIiB» MiKHapOAHOI cTabisbHOCTI. 3’ aBUIaca HeOOXigHiCTh BU-
ninuty KiGepOesneKy K CKJIQLOBY CYCIiJIBHOTO KUTTA. [lep;KaBa MOBUHHA BimirpaBaTu
BaKJIUBY POJIb ¥ cucTeMi iH(popMmalifinoi Ta KibepOe3mneKku, OCKiIbKM BOHA MOKEe BIKUTU
HU3KY OPraHi3amiiiHUX Ta TeXHIUHUX 3aXO[iB /A 3aXUCTy CBOTO iH(MOPMAIiAHOTO IIPO-
cTOpYy. ¥ CTATTi HATOJIOUIYETHCH, 1110 JOCATTH YCIIiXy MOKHA, JIUIe 3aJIyUYUBIIY IIPUBAT-
Huit cextop. [ep:xaBHo-npuBaTtHe napTHepcTBO ([IIII) € omHiero 3 moTeHIiTHUX (QOpM
e(eKTUBHOI CcIIiBIpaIli MidK mpeAcTaBHUKAMHU AEPXKaBHOTO Ta IIPUBATHOTO CEKTOPiB.

3aranpHO0 MeToro yuacti B JIITI, AK AJIa MPUBATHOTO CEKTOPA, TaK i AJIA Aep;KaBH,
€ mifgBuieHHa KibepOesmexku. OqHAK iCHY€e pAX IPUYNH, YOMY HapTHEPCTBO MOKe OyTH
KOPUCHUM 1 JJid Aep:KaBHUX, 1 JJId IPUBATHUX CTPYKTYp. Hampukiazn, nyia gep:KaBHUX
CTPYKTYP OPUUMHAMU MOKYTH OyTH: OOMEIKeHiCTh iHCTPYMEHTIB peaJsisallii mep:KaBHOL
cTparerii; y crparterii HaiioHaJbHOI 6e3meKH MOKe OyTu mependaveHa ydacTb Heaep-
JKaBHUX KOMIIQHUM; BiJICYTHICTH KOIITIB B yPANl JIA 3aJIy4YeHHA MaJIUX CTEMKXOJIIepiB
0 BaXMCTy KPUTUYHOI iHPPACTPYKTYPU; CUCTEMHE PO3YMiHHA KPUTUYHOI iH(PPACTPYK-
Typu, HeoOXimHol 1A 3axmcTy iH(opMalii; MOKJIMBICTL 320e3MEUNTH B3aE€MO3B’SI30K
MiK pisHMMU iHimiaTmBaMm 3 TPUBATHOTO CEKTOPA; JOCTYI A0 PECYPCiB IIPWUBATHOTO
CeKTOpa, ITI0 IIOJIeTIIIye BCTAHOBJIEHHA cTaHAapTiB. [lyia mpuBaTHMX KOMNAaHi#l OCHOBHU-
MU OPUUYMHAMU MOMKYTb OyTU: BUXijZi BUDilIeHHA mpobieMu 3a MeXXi opraHisamiiiHUX
MOJKJIMBOCTEH KOMMaHii; Opak 3aJy4eHOCTi BUIMX KEPiBHUKIB [0 Aiif; MOMKJIUBiICTH
BILIMBATH HA MaMOyTHIO CTpaTeriio HalioHaJbHOI Oes3IleKM’; 3aIliKaBJIEHICTh y Ti€BUX
MexaHi3Max HeWTpaJsisarii HeaJleKBaTHOTO AEPKAaBHOTO PETyJIIOBAHHA; AOCTYI A0 Aep-
JKaBHUX KOIITIB; MOKJIMBICTH BILIMBATH Ha HalliOHAJbHE 3aKOHOJABCTBO Ta 000B’sI3KOBi
CTaHIapTU; BIEBHEHICTh B AKOCTi IPOAYKTIB Ta IOCJYT, III0 mocTauyaioThbed uepesd [IIII,
OCKiJIBKU IIe TapaHTyeTbCcAa ypAnoM. Ilyia crmisbHOI BUTOAU OCHOBHUMU IPUUYMHAMU MO-
JKYTh OyTH: OaKaHHS YCYHYTHU BPa3JUBICTh BiJ IOMEpeAHBO IMEPEeKUTOr0 HEeraTHBHOTO
IOCBiy; HAABHICTH MPOBAJIB y 3a0e3MeUeHHl AessKUX a00 BCiX eTalliB KUTTEBOTO ITUKJIY
0e3ImeKn; PO3BUTOK 3arpo3 3 HAI[IOHAJLHOTO PiBHA Ha MiKHApPOAHWII; Opak IOBipm Mixk
KOHKYPEHTaMU B MeKax reorpaiuHux, CeKTOpaJbHUX a00 TeMaTUYHUX cdhep, a OTiKe,
icHye moTpeba y CTBOPEHHI MOBipeHOI CTPYKTYPH OJIA BUPIIIeHHS Iiel mpobaemMu; oOMiH
3HAHHAMU, JOCBiIOM Ta MEepPenoBOI0 IMPAaKTUKOI0; AOCATHEHHS CTiHKOCTi Kibepcucremu;
HaJIaTOAKEHHS MPAMUX Ta HAAIMHUX KOHTAKTIB 3 iHIMMMEN opraxisamiamMum. Y cTaTrTi
IOBOAUTHLCA, IO iCHYy€e mOTpeda IMOETHATU MOYKJIWBOCTi, MOTEHI[iaJ, AOCBiZ, TeXHIUHY
TiATPUMKY Ta (iHAHCYBaHHS AEPIKABHOTO Ta IIPUBATHOTO CEKTOPiB IJyA GOPOTHOM 3 Ki-
O0epsarposamu. KoskHa KpaiHa HaMaraeThbcsA 3HANTHU HAWOIIBIT eeKTUBHUM ILIAX Y IIO-
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oymosi HIITI. Haxitiauii ceKTop KibepOe3meKu AoIroMarae He JIUIe BaXUCTUTU AepPKaBy
Ta ii rpomajsaH, aje ¥ cTaTu PyIIieM eKOHOMiuHOro 3poctaHHA. Oco0JMBO aKTUBHUMU
ta ycrnimaumu y cdepi IIIII € xkpainu-uinenu €C. CrarTs ZOCHIIMKY€E MPUKIALUA Ta OCO-
OJIMBOCTI JepsKaBHO-IIPUBATHOTO apTHepcTBa y chepi Kibepbesnexku B €C.

Karouosi caoBa: mepixaBHO-IPUBATHE IIapTHEPCTBO, KibepbesmeKka, MidkHapoaHa 6es-
neka, €C.
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TOCYJAPCTBEHHO-YACTHOE ITAPTHEPCTBO B C®EPE
KHUBEPBE3OIIACHOCTHU KAK BAYKHBIN ®AKTOP EBPOIIEMCKO
CTABUJIBHOCTH

Pesrome

CraTbsa HmOCBAIEHA aHAIW3Y IPEUMYINECTB IOCYZAaPCTBEHHO-YACTHOTO ITapTHEPCTBA
B c(epe KubepOesonacHocTu. MHGOPMAIIMOHHBIE TEXHOJIOTUHN UT'PAIOT AOMUHUPYIOIIYIO
poJib B Pa3BUTHUU COBpeMeHHOro obirectBa. IIporpecc B 9Toii 06J1aCTH CBA3aH C IMOABJIE-
HEUEeM 0oJiee CI0KHBIX yrpos. Cucrema mH(GOPMAIIMOHHON 6€30TIaCHOCTH SABJSETCA OJHUM
W3 «CTOJIIOB» MEXKAYHapOAHOI crabuiabHOCTU. IloABUJIach HEOOXOAWMMOCTH BBIAEIUTH
Kubep0e30macHOCTh KaK COCTABJIAIONIYIO OOINECTBEHHOU JKM3HU. ['0CYyZapCTBO TOJIMKHO
urpaTb 0CO0EHHO Ba)XHYIO POJIb B cucTeMe MH(POPMAIIMOHHON 1 K1ubepOe3omacHoCTH, o-
CKOJIBKY OHO MOJKET IPUHATHL PAJ OPraHU3AIMOHHBIX U TEeXHUUYECKUX Mep IO 3aIlIuTe
cBoero MH(MOPMAIIMOHHOTO IIPOCTPAHCTBA. B cTraThe oTmMeuaeTcd, YTO NOOUTHCA ycuexa
MOKHO JINIIb IPUBJIEKAA YACTHBINA CEKTOP. B Mupe cyiiecTByeT MHOTO mpuMepoB sdex-
TUBHOT'O T'OCyJapCcTBeHHO-uyacTHOTO naprHepctBa (I'YII).

O6mieit menpro yuactusa B ['UII Kak qyis 4acTHOTO CeKTOpa, Tak U AJSA TOCYAapCTBEH-
HOTO0, SABJSETCA IOBBIINIeHUe KuOepOesdomacHocTu. OJHAKO CYIIECTBYET PAL Pa3JIUUHBIX
IPUYNH, IOUYeMY IapPTHEPCTBO MOJKET OBITH IOJIE3HBIM AJIS I'OCYLAPCTBEHHBIX U YACTHBIX
CTPYKTYP U KAKUMU MOTYT ObITH obmiue Beiroasl ot 'HII. Hampumep, Aas rocygapcTBeH-
HBIX CTPYKTYP IPUYMHAMYU MOTYT OBITH: OTPAHHMYEHHOCTHL WHCTPYMEHTOB peayn3aliuu
TOCYyZapCTBEHHO! CTPATEernM; OTCYTCTBUE CPEACTB JJIA IPUBJIEUYEHUA BCEX MAJBIX CTEUK-
XOJIZEPOB K 3aIlluTe KPUTHUUYECKON MH(PPACTPYKTYPHI; CUCTEMHOE IIOHUMAaHVE KPUTHUYe-
CKOM MHMPACTPYKTYPHI AJSA 3aIlUTHl MHMOOPMAIUNU; BOSMOYKHOCTh CO3MaHUA 9(D(EKTUB-
HOH CBASY MEXXKAY Pa3IWYHBIMUM HHUIIMATHBAMH YaCTHOT'O CEKTODPA; LOCTYI K pecypcam
YacTHOT'O CeKTopa (Hampumep, K 9KcIepTaMm), 4YTO 00Jerdaer yCTaHOBJIEHUE CTaHIAPTOB.
51 yacTHBIX KOMIIAHUI HNPUUYMHAMU MOTYT OBITH: pellleHre IIPo0JieMbl 3a IIpeaeiaMu
OPraHU3aIMOHHBIX BO3MOYKHOCTEHl KOMIAHWW; HEJOCTATOK BOBJIEUEHHOCTU BBICIIVX DY-
KOBOAUTEJEH B AEMCTBUA; BOBMOKHOCTh BJIUATH HA OYAYIIYIO CTPATETUIO HAI[MOHATbHOMI
0€e30MacHOCTH; 3aMHTEPECOBAHHOCTh B MEeHCTBEHHBIX MeXaHM3MaxX HeWTpaIus3aluu Hea-
IEeKBATHOI'O0 T'OCYJapPCTBEHHOI'0 PEeTyJINPOBAHUA; HOCTYII K I'OCYZapCTBEHHBIM CPEICTBAM;
BO3MOJKHOCTDb BINATH HA HAIIMOHAJIBbHOE 3aKOHOLATEJIbCTBO U 00s3aTeIbHble CTAHLAPTHI;
YBEPEHHOCTh B KaUeCcTBe IIPOAYKTOB U YCJAYT, mocTaBaseMbIx yepe3 ['HII, moCKOIbKY 9TO
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rapaHTUpyeTcs IpaBUTEIbCTBOM. [[J1s 06Ieil BRITOALI NIPUYNHAMYU COTPYAHUYECTBA MO-
T'yT OBITH: JKeJaHVe YCTPAHUTh YA3BUMOCTH OT DaHee IIePEeKUTOr0 HEeraTHMBHOTO OIBITA;
HaJM4ye IPOBAJIOB B OOeclleUeHUY HTAIOB IIUMKJIA 0e30IIaCHOCTY; Pa3BUTHUE YI'PO3 C Ha-
IVOHAJIBLHOTO YPOBHA Ha MEXKIYHAPOJHBII; HELOCTATOK NOBEPUS MKy KOHKYpPeHTaMu
B Ipefesax reorpaduuecKux, CEKTOPAJIbHBIX WJIM TeMaTUUecKuX obJacTeii, a cjexoBa-
TeJIbHO, ITOTPEOHOCTh B CO3JaHUM HAAEIKHOU CTPYKTYPHI AJSA PEIIeHUs 9TOW IMPo0JIeMBbl;
o0MeH 3HAHUAMU, OIBITOM; JOCTH}KEHWE YCTOMUYMBOCTH KubOepcucrembl. B crarbe mo-
Kas3bIBaeTCs, YTO CYIECTBYET IOTPEOHOCTH COBMECTUTH BO3MOXKHOCTU, IOTEHIIMAT TO-
CYyZapCTBEHHOT'O U YAaCTHOI'O CEKTOPOB AJs 60phObI ¢ Kubepyrposamu. Kamkgas crpaHa
nbiTaeTcsa HaiiTu cBoi nmyThb B mocTpoeHuu 'UIl. Hage)kHBIN ceKTOp KubepOe3ormacHoCTr
moMoraeT He TOJIbKO 3aIl[UTUTH T'OCYAAapCTBO M €ro IpasKjaH, HO U CTATh [JBUTATEIEM
9KOHOMHUUeCcKOoro pocra. Ocob6eHHO aKTHUBHLIMU U ycunemHbIMEU B chepe 'dIl aBasiorcs
crpaubl-uieHbl EC. CraThs ucciienyeT 0cOOEHHOCTY I'OCYyNapCTBEHHO-YACTHOTO MapTHEep-
crBa B chepe KubepbdesomacHoctu B EC.

Karouessle cioBa: rocyZapCTBEHHO-YACTHOE IIAPTHEPCTBO, KM0epOe30macHOCTh, MEK-
nyHaponaHas 6esomacHocTb, EC.
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